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Product intro

JOOBY MMS - (monitoring and management system) is an innovative product for controlling and
monitoring Jooby Gateways.

Product tree

21 Health status - isplays device availabiity
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User flow
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1. Login form

Jooby [UIVH

Monitoring and Management

Email, phone number or usemame;

Password:

Forgot Password?

2. Dashboard

Gateways behavior visualization on diagrams
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jooby

Manitering and Management
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Lt |8 CpaTTSALE Cant

Geographical position

\ Device models

Configuration status

LoeRaWAN Gateway status

Firmware version

Geographic positioning

LoRaWAN mode

Health status

Configuration status

O

B Applied

W Ok
B Critical

LoRaWAN Gateway status

LoRaWAN mode

M NS Connected
B Unavailable

M Packet Forwarder
B Basic Station

Health status - displays device availability (note: if device unavailable - status is critical)
Configuration status - displays the status of installing a new configuration on the device

LoRaWAN mode (Packet forwarder or basic station)

Off - All modules in admin p. is off. Unavailable - not exist anyone module with 'on'
state and 'available'. NS Connected - if exists any module in state 'on' + available +
ns connected NS Disconnected - If not exists anyone module in (state 'on' + available
+ ns connected)
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Device models Firmware version Geographic positioning

B 10GLV.0.11.22 20250221154627
B 10GL B 10GLW.0.11.22-Dev 20250221154553
B 10GLS B 0GLV.0.11.21-)Jmms 20250210181733 W Without Geographic Position
B JIGLF B 0GLV.0.11.21-)mms-Dev 20250210181820 W with Geographic Position

e Device models
e Firmware version
* Geographic position - displays devices with assigned geolocation and marking them on a map

All diagram sections are clickable, the user could click and the system will redirect him
to the corresponding tab

3. Devices

W@ g

Monitoring and Management Filter

ar o] [ e sy date Al B s

v B Dol 17 sekctes
. CERTIFICATE .
O wame ORGAMIZATION GROUP MODEL SERIAL NUMBER FIRMWARE VERSION HEALTH STATUS CONFIG STATUS  CONFIG CHECKSUM MODIFIED CREATED
List of devices
O jigH-a816c1  Support JGLF  122024M000055 gg{gc';;‘“1‘;;2, CRITICAL applied ThaSaTA0GB00261A061 4ea6I0¢B01263 25 Feb 2025, 107 pm  25Feb 2025 107 pm
P O jogl3f4oes  Support Longfest JOGL  12201BMDCOSST ;nnz?sli:.;?#sﬁ?z“ o applisd 0124dd1adeEh ARz ScdeI0ecT 36 24 Feb 2025, 857 am 19 Feb 2025, 218 pm
P - JOGL ¥0.11 226 . - . B
] joghaneni  Suppont Longtest JoGL  122016Mc00400 0ot PRULIEAN o applied 01240016605b5I82MS0dedbect 500 Z4Feb 2025, 500 am 19 Feb 2025 2pm
O jogi-3t4nf3 Support Long test JOGL 12201 GNOOCHDT 00 eRL11.2-sev oK applied 012add g0z fhs387odSede 3600 f3fd 4 Feb 2025, %0 am 20 Feb 2025 740 am
O g Supp g tess  JOGH Zz010Moo0ADz o R0 LI app 1240 s38IEASodeabesT et 2025, 310 2 2
JOGL w@11.21-
(m] ogl-3f4nis Support Dia_test JOGL 12201 6M000404  jmms-dev CRITICAL applied dfsazafobbzasdo) c4dsbabaicsazdic 14 Feb 2028, 247 am 13Feb 2025 403 pm
20250700181820

« Filter (by organization, by group, by model, by configuration status, by date created, by
loRaWAN network server status, by mode, by geo position)
e List of devices

M Config checksum is to understand whether the devices have the same configurations
according to the selected templates or personal device config
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3.1 Device adding

e via service panel

95 DAsHBO? Al . All - Al A Any date Al s

=
3 Q
© : -
O  wame “  ORGAMIZATION GROUP MODEL SERIAL NUMBER FIRMWARE VERSION HEALTH STATUS CONFIG STATUS  CONFIG CHECKSUM MODIFIED CREATED
e via shared secret (copy the secret key and add it to devise settings in the admin panel)

= USERS & DRGANIZATION

- Users CONFIGURATION MANAGEMENT SETTINGS

- _ Configuration management settings: Support

282 Groups & Permissions

Auto-registration enabled

L
Shared secret: dpNgveJxLFOHZ JRO0AxeCp812KIP2mtX

MAC: 00:1a T9:84:06:bf SN: D62024N000288

Jooby monitoring and managment system

Canfigure, slart and stop the agent on this device
seneral Sattings Advanced Sellings

Mame  jogl-S840661

@ The name is displayed in the gateway management service admin panel

LD Begs3feT4042408e 94 26465 25080
@ The UUID of this device in the server

Kzy  BdMS02edbbet110b%adectealbid48a

@ The Key of tis device in Ihe server

Enabés Enabled w

® Enable ar disable the service

Server URL  hitipui10. 11264 858000

@ The UAL to the server. Exampile; hitps fimynetwork cam

Shared Secrel  ssssssssssssssssssnsees o

@ e organization shared secrel for auto enrcliment

Update Interval

@ How often to check In with the sanver Expressed in seconds

Save & Apply | v Resal

After the device receives URL and token it automatically displays at the device table
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3.2 Device menu

* The user could click on any device and go into the device menu

Overview

e display all settings and configs that the device received from the admin panel and the device
health check
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= Home » Metwork Configuration » Devices - admin l@
=
. Ch.a'wr_ Je Device  (jogl-3f40ee) A SILENCE NOTIFICATIONS SEND COMMAND SSH TERMINAL DEVICE WEBUI DOWNLOAD CONFIGURATION

Preview configuration Save and continue editing SAVE

E
£31 Overview Status Charts Logs Configuration Map Credentials Firmware Recent Firmware Upgrades Checks Alert Settings
®

Name: jogl-3f40ee
A Organization: Support -

Mac address: 00:1A:79:3F40:EE
E H .
HuiD: e26ed6de-daba-4493-a38a-72cf962329€c

Key: dch7ealel41cdb4802bb3%add5539%a5
.

Group: Long_test v ®
£ &
o Health status: (4

Last ip:

© & QO =

Management ip:

10.110.11.215

10.110.11.215

5.5 P aodress used by the system 1o reach the device wne Tl t at ;] e nis 1
o i) 1; C I| V'
(i ]

Model: JOGL
E!i L il ;
ﬂ Serial number: 122016N000397
E H
Firmware version: JOGL v.0.11.23-dev 20250225174923

Hardware version; COOTE4AWIL2G12A22110
.

Notes:
i) p
.

Created: 19 Feb 2025, 2:1B p.m.
(i ]
- Modified: 27 Feb 2025, 3:35 p.m.

wetz | In this tab, the user can also add the device to some group
Status

* the state of the metrics that the device gives (CPU, RAM status, Storage, Interface status,
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Neighbors)

Charts

Overview Status

Charts Logs Configuration Map

Recent Firmware Upgrades Checks Alert Settings

Local time: 4 Mar 2025,12:06 p.m.

Uptime: 4 days, 18 hours and 31 minutes
CPU

Load average: 0.92, 0.79, 0.78

Cores: 1

RAM STATUS

Total: 442.2 MB

Free: 29.8 MB

Available: 362.6 MB

Buffered: 17.9 MB

Shared: 9.2MB

STORAGE

FILESYSTEM USED SPACE AVAILABLE SPACE MOUNTED ON
/dev/root 204.6 MB 467.4 MB / v

e with device statistics and monitoring (CPU usage, LoRowan uplink packages, LoRowan
uplink\downlink air times, SNR, RSSI, Ping success rate, packet losts, round trip time, traffic
wlan, memory usage, disk usage)

Overview Status

1]
Feb 26
2025

Charts Logs Configuration Map

Fab 27 Feb 28

W idle M system WM softig

More screenshots of Device-Charts

CPU usage, % @

Recent Firmware Upgrades Checks Alert Settings

export data

Mar 4, 2025, 04:00

idle : 81.14 %

B system : 16.99 % |}

softirg : 0.4 %
irg:0%
iowait : 0.01 %

nice : 0.0008 % 1
user pct : 1.46 % i

Mar 4
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Ping Success Rate @

oY
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2025

Rate

® [

o

9 ©
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© & »

100%

W
-H
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0
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B packet loss
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® [

o

(3]

0
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2025 l
‘ === RIT average == RTT max == RTT min
.

‘ 46.41ms ' ‘ 46.75ms ' ‘ 46.16 ms ’

Modem status @

e ™ L=l

(3]

0
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»

B disable W fail M nosim M ok I

Traffic: wlan1 @

0.5

-0.5
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‘ —o— total [ download M upload
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Y

Memory Usage

=8 100
'g 60
2
55 40
. .
Feb 26 Feb 27 Feb 28 Mar 1 Mar 2 Mar 3 Mar 4
2025
a
T memory usage
E 1 ™~
0 13.93% I
W
~
Disk Usage
L H 100
I 60
= 40
© 20
I 1]
) Feb 26 Feb 27 Feb 28 Mar 1 Mar 2 Mar 3 Mar 4
2025
‘ disk usage
.
11.5%
W
Logs

* Ability to view logs from devices (SSH, Firewall, Device manager, Kernel, Packet forwarder,
Basic station, Modem manager, Network manager, NTPD, PPPD, SystemD)

https://wiki.jooby.eu/ Printed on 2025/03/29 09:56


https://wiki.jooby.eu/_media/playground/jmms_dev_charts_014.png
https://wiki.jooby.eu/_media/playground/jmms_dev_charts_015.png

2025/03/29 09:56 17/26 JOOBY MMS

Overview Status Charts Logs Configuration Map Credentials Firmmare Recent Firmware Upgrades Checks Alert Settings

Log ID: Al v

Priority level: Al w

L v 1 L Y] (PR, T L T
2025-03-04 17:26:45 [INTO] llora_pkt_fwd]: sre/prtqueus.c:4400it_print_queue): INFO- [jit] queue is empty

2025-03-04 17:26:45 INTO] [lore_plki_fwd]; INFO: Recelved pkt from mate: 00018837 (fent=402)

20F5-03-04 17:26:45 INTO] [lora_pkt_Fed]: ### [DOWNSTREAM] #2+

2025403-04 17:26:45 INTO] [lora_pkt_fwd]: INFO: GPSD: fix=0 lat=0.00000 lon=0.00000 alt=0 time="1970-01-01 0000000 GMT

2075-03-04 17:26:45 INTO] (lora_pkt_fwd]: ### S)1302 Status #&4

20F503-04 17:26:45 INTO] Nlara_pkt_Pwd]: INFO: GPSD: fix=0 1a1=0.00000 lon=0.00000 alt=0 time="1970-01-01 000000 GMT

202540304 17-26:45 [NTO] [lora_pkt_fwd]: PACKET FILTERING: Packet PERMITT: 'up’ packet has been permitted by “White List’

2025-03-04 17:26:45 [INTO] [lora_pki_fwd]: & Vedid time reference (age: 1741102003 sec)

20250304 17:26:45 INTO] [lora_pki_fwd]: # BEACON queuved: 0

2025-03-04 17:26:45 INTO] llora_pkt_fwd]: # BEACON sent 50 far: 0

20P5-03-04 17-26:45 [INTO] [lora_pkt_fwd]: snc/ftqueus o400 _print_queue): INFO- [jit] queue i empty

20250304 17:26:45 NTO] [lora_pki_fwd]: JSON wpc {"stal"{"time"" 202 5-03-04 153613 GMT",lali" 0000000, Tong " 0.00000,"ali" 0, renb " 1, rook” 1, relfw™:1,"acke™ 10000 dwnib™ 0, tonb " 0,
20250304 17:26:45 PNTO] [lora_pkt_fwd]: # RF packets forwarded: 1 (36 bytes)

202503404 17:26:45 [INTO] [lora_pkt_fwd]: # BEACON rejected: 0

202503404 17:26:45 [INTO] [lora_pki_fwd] # RF packets sent to cancentrator: 0 (0 bytes)

2025-03-04 17:26:45 INTO] [lora_pkt_Fwd]: # 5%1302 counter (PPS): 0

2025403-04 17:26:45 INTO] [lora_plkt_fwd]: #——

2025-03-04 17:26:45 [INTO] [lora_pki_fwd]: ### [GPS) 884

202540304 17:26:45 DNTO] [lora_pkt_fwd]. INFO: [down] PULL_ACK received in 0 ms

2025403-04 17:26:45 INTO] [lora_pkt_fwd]: # CRC_OK: 100000%, CRC_FAIL: 0.00%, NO_CRC: 0.00%

2025-03-04 17:26:45 INTO| [lora_pki_fwd]: # RF packeis received by concentrator: 1

2025-03-04 17:26:45 INTO] [lara_pkt_Pwd]: # SX1302 counter (INST) 1974723308

20250304 17:26:45 INTO] [lora_pkn_fwd]: ### [UPSTREAM] #2¢

2075-03-04 17-26:45 [INTO] [lora_pkt_fwd]: INFO: jdown] PULL_ACK received in 0 ms

20250304 17:26:45 DNTO] [lora_pki_fwd]: # no valid GPS coordinses available yet

202540304 17:26:45 NTO] [lora_pkf_fwd]: PACKET FILTERING: FPort "' is FOUND on ‘White List'

2025-03-04 17:26:45 [INTO] (lara_pkt_fwd]: INFO: jup) PUSH_ACK received in 1 ms

2025-03-04 17:26:45 INTO] [lora_phkl_Pewd]: JSON wp: {"stat™{"time"" 202 5-03-04 15:26:43 GMT"Tali"0000000,%0ng " 0.00000,"ali" 0, renb" 1 "rook" 1,Mrche®™ 1 Sacke® 10000 dwnib™.0, ok "0,

<« > 4

Configurations

i

¢ One of the most important features - user can add\delete any configuration

Overview Status Charta Logs Configuration Map Credentiala Firrmware Recent Firmware Upgrades Checks Alert Settings

Checksum: 0124dd16:03(b5 360 Sededbec115fd

Configuration stalus: applied

eans the configuration s not applied yet

Tempkates: Avallable templates g Chosen templates g
Q | Fiker Q  Fike
Matwork: Eth_static_lab S LeRaWAN Packet forwarder configuration: NS_10.110001.69 e
Matwaork: LTE_static LoRaWaAN Packet fiter list: NS_Packet_filter
LeRaWaN Packet farwarder configuration: NS_10,110,11,223 Syslem log setlings: Rsyslog
LoRaWaN Pecket forwarder configuration: NS_79.142.197.27 Files: S5H key

LoRaWaAN Basic station configuration: NS_79.142.197.27_basic
WTP Settings: NTP Server U4

NTP Setlings: NTP_test

System log settings: System log 256M

General: Timezone Berlin

Matwork: Wifi_LAP

Metwork: Wifi_connest_Lab_supp-2_SGhz

Wirenuiard Pears: Wirsniard office neer b it
Choase all © @ Remove all

( add the template as a separate menu, user can create his configuration template for

future use in a group of devices or a separate device
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Organization: N

Type: Generic w

Tags:

Enabled by default

Required
i I the assig t of this | all th Janiza i
Configuration:
Configuration menu Please select configuration ™
Created: 17 Mar 2025, 1:33 p.m.
Maodified: 17 Mar 2025, 1:26 p.m.

» After the user chooses a new template the program checks it and apply to the device or device
group. Also user could choose already existing configurations from a list

=
=" Temglates:
emplates: Available templates g
Q| Fin
E THETWOMK: LI E_STand

LoRaWaN Packet forwarder configuration: NS_10.170.11.223
LoRaWAMN Packet forwarder configuration: NS_10.110.11.69
LoRaWAN Basic station configuration: NS_79.142.197.27_basic
@ LoRaWAN Packet filter list: NS_Packet_filter

NTP Settings: NTP_test

System log settings: System log 256M

General: Timezone Berlin

Metwaork: Wili_AP
. HMetwork: Wifi_connect_Lab_supp-2_5Ghz
Wireguard Peers: Wireguar:l_oﬁlcem
Metwork: Wireguard_office_work

Choose all ©

-

CONFIGURATION;

Configuration Menu

General

>

Network
Static routes
Policy routing
NTP Settings

OpenVPN

Chosen templates g

Q

LoRaWAN Packet forwarder configuration: NS_79.142197.27 S
System log settings: Rayslog

Files: S5H key

NTP Settings: NTP Server LA

@ Remove all
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19/26 JOOBY MMS
Map
e The user can choose an existing map of devices or create his own and mark the device's
location
B Overview Status Charts Logs Configuration Map Credentials Firmware Recent Firmware Upgrades Checks Alert Settings
& Map: Devicelocation object (f{865fcd-cBb-4b97-8474-0e92ect05fh3) Dedete
Location: Q, Select itemn Infomir
a
Type: Indoor enwironment (eg: building, roofs, subway, large vehicles)
.
0 Iz mobile?
Lecation name: Infomir
Address: Mapwana ¥yxosa npocnext 4[], Ogeca, O
Geometry:
n = ‘fmcnad
— Lemp im 3 3 ¢
S i SR
L} 4 3 % z
Ea :‘:rr 2 i
7 et P
L ] - L ,:- %
te & 1
] 5 1 L
0 f o BT
€] i .
] L o =—===s=—====_".'"
g S — ____\__w__*:ﬁ ' ] | .l"' ¥ L)
L‘..W L
I +. o ¥
. # £ | =
L]
[oam_| V = 1 = Leatat | & DpansyeetMap conriors
INDOOR COORDINATES
Floorplan selection: — Please select an option —  ~

Credentials

 After adding the credentials the user can connect to device via SSH, web Ul admin or send
command reboot/change password (without authorization)
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Change Device (jogl-8406bf) & SILEMCE NOTIFICATIONS SEND COMMAND S5H TE DEVICE WEBL DOWNLOAD CONFIGLURATION

Preview configuration Save and continue editing
[

¥ Overview Stalus Charts Logs Configuration Map Credentials Firmmweare Recent Firmware Upgrades Checks Alert Settings

@ Credentials: DeviceConnection abject (373bfbb1-2107-41ae-8b94-1bce9705361d) Delete
Credentials: WEBLUI (Web) v + =

a

Update strategy: OpenWHT 5SH ~

:!:
= Enabled
|5 working: L7}

Reason of fallure:

Last attempl
Credentials: DeviceConnection abject (Se9a952a-968d-42b2-8439-439%c566ec4b1) Delete
Credentials: 55H default (S5H) v + =
Update strategy: OpenWRT SSH -
Firmware

e The user can download new firmware and update the device group or separate the device

52 [DASHEDARD
5 DASHEOARD Preview configuration

= DEVICES

_h
B conrclramons Overview  Status  Charts  Logs  Configurstion ~ Map  Credential Firmware | [Recent Firmware Uf
i - 3 Y =

Firmware: DeviceFirmware object (c20bad59-e2d5-477a-bd82-45506d97e024)
- USERS BPORGAMIZATIONS

€ ceocrafHIC INFO Image: Support v0.11.23: Infomir JOGL RAUCB VT v

CAS & CERTIFICATES

Installed: [}

»

NOTIF WIG‘\‘J'
Maodified: 17 Mar 2025, 3:23 p.m.

n: FIRMWARE »
Builds
Preview configuration
&~

ae Categories

=»

Ell  Mass Upgrade Operations

¢ Add the new firmware Category
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JOOBY MMS

DEVICES

COMNFIGURATIONS

USERS & ORGANIZATIONS

GEQGRAPHIC INFO

CAS & CERTIFICATES

NOTIFICATIONS

FIRMWARE

Builds

Mass Upgrade Operations

SYSTEM INFO

Support

Dev_LTE

Dey

4 Firmware Categodies

Select Firmware Category to change

Support.LTE

Support

Supporl_LTE

Support

RECOVER DELETED FIRMWARE CATEGORIES

0 of 4 selected

CREATED

3 Feb 2025, 2:05 p.m.

3 Feb 2025, 2:05 p.m.

20 Feb 2025, 9:06 a.m.

20 Feb 2025, 9 a.m

+ ADD FIRMWARE CATEGORY

MODIFIED

3 Feb 2025, 2:05 p.m.

3 Feb 2025, 2:05 p.m.

20 Feb 2025, 9:06 a.m.

20 Feb 2025, 9:07 a.m.

e Use tab Builds for add new or edit existing firmware build

DEVICES

CONFIGURATIOMNS

USERS & DRGANIZATIONS

GEOGRAPHIC INFO

CAS & CERTIFICATES

HOTIFICATIONS

FIRMWARE

Checks - monitoring

Categones

Mass Upgrade Operations

SYSTEM INFO

Action:

FIRMWARE BUILD

EvD.12.1

Dev vi0L12.1

Support_LTE v0.12.1

Support v0.12.1

Dev v0.11.23

Dev_LTE v0.11.23

Support ¥0.11.23

Select Firmware Build to change

GAMNIZATION

Support_LTE

Support

Support_LTE

Support

Support

SupporLLTE

Support

v “ 0 of 16 selected

FIRMWARE CATEGORY

Dev_LTE

Dev

Support_LTE

Supporl

Div

Dev_LTE

Support

CREATED

14 Mar 2025, 10117 am

14 Mar 2025, 10:03 a.m.

14 Mar 2025, 9:57 a.m.

14 Mar 2025, 5:50 &.m.

27 Feb 2025, 2:08 p.m.

27 Feb 2025, 1:55 p.m

27 Feb 2025, 8:08 4.m.

MODIFIED

14 Mar 2025, 1011 a.m.

14 Mar 2025, 10:06 a.m.

14 Mar 2025, 10:06 a.m.

14 Mar 2025, 10007 a.m.

27 Feb 2025, 2:08 pm.

27 Feb 2025, 1:55 pm

27 Feb 2025, B:08 a.m
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B [ASHBOAR]
a8 DASHBOARL Save and continue editing m

Overview Status Charts Logs Cenfiguration Map Credentials Firmware feecent Firmware Upgrades Checks Alert Settings

E ¢ J
Check: Ping (Device: jogl-8406bf) Delete
4 E RGAMIZATION:
© | Artive
Ll
TIFIC
Check type: Ping -
A nom C
. Check: Configuration Applied (Device: jogl-B406bf) elee
E i
5 Active
0 svsEmn
Check type: Configuration Applied
+ Add another Check

Alert Settings

e The user could set alerts that will notify the ser about unexpected behavior (for example CPU or
memory usage)

& ‘m

joobym@ £ s

Change Device (jogl-8406bf) A SILENCE NOTIFICATIONS | SEND COMMAND JEVICE WERLS | DOWNLOAD COMFIGURATION

Monitoring and Management

BT DASHECARD -
B DASHBOARL Save and continue editing

E ; Overdew Status Charts Logs Configuration Map Credentialz Firmware Recent Firmware Upgrades Checks Alert Settings
[
Alart Sattings: CPU usags (Device: jogl-B4066F)
2 F NIZATION:
Q it M GPU usage

15 healthy:

ADVANCED OPTIONS (SHOW)

O svsremm 8 Alerts enabled

Operator: greater than

4 Configurations

4.1 Templates

e for group device configuration update ===
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DEV
Select template to change VER DELETED TEMPLATES || <+ ADD TEMPLATE
a
Action, ——
NAME ORGANIZATION  CONFIGURATION TYPE ENABLED BY DEFAULT ~ REQUIRED  CREATED MODIFIED
O YT Eth_static_lab Support Metwork o o 21 Feb 2025, 8:08 a.m 21 Feb 2025, 513 a.m.
@ GEDGRAPHIC INFO LTE stalic Netwark L=} =] 21 Feb 2025, 9:02 a.m 21 Feb 2025, 9:02 a.m.
NS_10.110.11.223 Support LoRaWAN Packet forwarder configuration @ o 3 Feb 2025, 4:04 p.m 3 Feb 2025, 4:04 p.m
CAS & CERTIFICATES
" T ICATIONE MS_10.110.11.69 Support LoRaWAN Packet forwarder configuration @ o 10 Feb 2025,12:49 pm. 19 Feb 2025, 12:4% p.m.
MS5_79.142.197.27 LoRaWAN Packet forwarder configuration @ o 3 Feb 2025, 3:56 p.m. 20 Fieb 2025, 2:50 p.m.
ARE
MS_79.142.197 27 _basic LoRaWAN Basic station configuration Q o 3 Feb 2025, 3:58 p.m 20 Feb 2025, 2:50 p.m.

i JE ST

4.2 Device groups

e users could group devices via semantic feature. Choose and apply some already made or own

templates for them

B CONFIGURATIONS >
Q
B Templates
5= VPN Servers
Action:  —— v - 0 of 6 selected

-E] Access Credentials

NAME ORGANIZATION CREATED
N B LOG-ON Support 18 Feb 2025, 815 p.m
- USERS & ORGANIZATIONS

Test_LTE Support_LTE 3 Feb 2025, 1:49 p.m.
@) GEOGRAPHIC INFO oF 2

Group_1 Support 3 Feb 2025, 1:49%9 p.m.

| CASE CERTIFICATES

Long_test Support 19 Feb 2025,12:27 p.m.
A NOTIFICATIONS - - -
Dia_test Support 3 Feb 2025, 5 p.m.
M FIRMWARE

Group_2 Support 3 Feb 2025, 1:4%9 p.m.

@ svstemino

6 Device Groups

4.3 Access Credentials

* remote access from JOOBY JMMS via SSH and WEB Ul

MODIFIED

18 Feb 2025, 8:25 p.m

4 Feb 2025, 4:43 p.m.

4 Feb 2025, 4:44 p.m.

19 Feb 2025, 12:55 p.m.

4 Feb 2025, 4:44 p.m.

4 Feb 2025, 4:44 p.m.
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1 DEVIC ) _
Select Access credentials to change + ADD AC CREDENTIALS
E ¢ JRATION
Action w “ 0 of & selected
e NAME ORGANIZATION  CONNECTION TYPE AUTO ADD  CREATED MODIFIED
== PN Serve
=) WEBUI-LTE Support_LTE web -] 3 Feb 2025, 1:52 p.m 3 Feb 2025, 1:52 pm
Device Grou Web default Web © 3 Feb 2025, 1:33 pm. 3 Feb 2025, 1:33 pm.
=, USER GANIZ l
SSH_connect Support SSH -] 3 Feb 2025, 1:50 p.m 3 Feb 2025, 1:50 pm
@) GEOGRAPHIC INF
WEBUI Support Web (] 3 Feb 2025, 1:50 p.m. 3 Feb 2025, 1:50 pm.
CAS & CERTIFICATES
SSH_connect_LTE SUppPOr_LTE SSH ] 3 Feb 2025, 1:51 p.m 3 Feb 2025, 1:51 pm
A MNOTIFICATIONS
SSH default SSH (] 3 Feb 2025,1:33 p.m. 3 Feb 2025, 1:33 pm.
G FIRMWAR
6 Access credentials
o SYSTEM IN
. .
5. Users & Organizations
» Managing users, access rights, assignment to groups
e Groups&Permission - managing groups, access rights
Monitoring and Management Filter
2§ DASHBOARE A Al A A Al 7|
L DEVICES
Select user to change RECOVER DELETED USERS
[ 3 NF
-
Action: | —— ~ 0 of 4 selected
it Organ =l
USERNAME EMAIL ADDRESS ACTIVE STAFF STATUS SUPERUSER STATUS DATE JOINED " LASTLOGIN
ftest Iab_test@infomir.com © ) ) 5 Feb 2025, 10:02 am 6 Feb 2025, 2:52 p.m
= Orgar iptv lab-test@test.com © © ) 5 Feb 2025, 10:01 am 21 Mar 2025, 1:58 p.m.
® o ! Infomir infomir lab.test@gmail. com © ) ) 5 Feb 2025, 9:58 a.m 6 Feb 2025, 2:51 p.m
A admin vasily kratii@gmail.com (] L] ] 3 Feb 2025, 1:33 p.m. 19 Mar 2025, 1:38 p.m.
A NOTIFICATIONS

6. Geographic info

e List with locations on the map (dashboard)

7. CAS & Certificates

e Users could add\import certificates for working with VPN

. Users could mark devices on the map
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Monitoring and Management Filter
~ By . By revoked — By key length — By digest algorithr ~ By created ————

B3 DASHBOARD Al . | | All All All | \ Any date ‘ »

DE

VICES

B  CONFIGURATIONS

= USERS & ORGANIZATIONS

® GEOGRAPHIC INFO

CAS & CERTIFICATES »

@y C

ertification Authorities

A NOTIFICATIONS

8.

Notifications

Select certificate to change

Q

Action: | —— v n 0of 1 selected
NAME ORGANIZATION cA KEY LENGTH DIGEST ALGORITHM
support  Support Support 2048 SHA256

Action: | —— v n 0of 1 selected

certificate

e List with important notifications

joobylild

Filter

Monitoring and Management

®

i

DASHBOARD

DEVICES

CONFIGURATIONS

USERS & ORGANIZATIONS

GEDGRAPHIC INFD

CAS & CERTIFICATES

NOTIFICATIONS

FIRMYARE

SYSTEM INFO

9. Monitoring

~ By level
| Al

an 1o view

VALIDITY END

14 Mar 2026, 3:10 p.m.

+ ADD CERTIFICATE

RECOVER DELETED CERTIFICATES

REVOKED CREATED MODIFIED

] 14 Mar 2025, 3:10 p.m 14 Mar 2023, 3:10 p.m.

2 admin ., ?|

TIMESTAMP - ESSAGE LEVEL
20 Mar 2025, 12:18 p.m. The device jog 79 iz not reachable warning
20 Mar 2025, 12:18 p.m. The device jogh840574 is not reachable WaITIng
20 Mar 2025, 12:18 p.m. The device jog 1574 is not reachable Warming
20 Mar 2025, 12:18 p.m The device jogh840577 is not reachable warning
19 Mar 2025, 4:02 p.m. The device jogls-3f410¢ is reachable again infio

19 Mar 2025, 4:02 o.m. The device: inale-3f410r is reachahle anain infi

e |ist of checks and metrics
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